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USE SophosSecurity;

DECLARE @stmt NVARCHAR(max);

DECLARE @Account VARCHAR(512)

/* # <Domain>\<User> AR E I IS A RIHIRS T4/
SET @Account = N'<Domain>\<User>'

IF NOT EXISTS( SELECT * FROM sys.server_principals WHERE name = @Account )
BEGIN

SET @stmt = N'CREATE LOGIN [' + @Account + N'] FROM WINDOWS';

EXEC sp_executesql @stmt;
END;

IF NOT EXISTS( SELECT * FROM sys.database_principals WHERE name = @Account )

BEGIN
SET @stmt = N'CREATE USER [' + @Account + N'] FOR LOGIN [' + @Account + N']';
EXEC sp_executesql @stmt;

END;

SET @stmt = N'GRANT SELECT ON SCHEMA :: [Reports] TO [' + @Account + N']"';
EXEC sp_executesql @stmt;
GO
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sqlemd -E -S <Server>\<SQL Server instance>
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SELECT EventId, Timestamp, UserName, HostIPAddress, Action, TargetName,
ParameterType, ParameterValue, Result

FROM SophosSecurity.Reports.vAuditEventsAll
WHERE (Times tamp>=DATEADD(mm, -3 ,GETUTCDATE()))
AND (TargetType='Policy")

AND (TargetSubType='Data control"')

ORDER BY EventId ASC
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! E@IE__M_IF
ZDlZfod 11:08 SBS\PowerUser 192.168.0.8 Edit

7 55 2012/9/4 11:09 SBS\PowerUser 192.168.0.8 Edit P2
11 265 2012/9/11 16:14 G522KBR264\Administrator fe80::1003:fa90:2659:2a67 Rename Mew Policy »
13 267 2012/9/11 16:14 G522KBR264\Administrator fe80::1003:fa90:2659:2567 Rename MNew Policy = 3 prym—
1 268 2012/9/11 16:14 G522KBR264\Administrator e80:11003:fa80:2659:2367Rename  Data control UK | = = -/ Tetealet ETEEID
15 269 2012/9/12 13:41 G522K8R264\Administrator fe80::1003:f290:2659:2a67 Assign  Data control-EU '
16 271 2012/9/12 13:41 G522K8R264\Administrator fe80::1003:fa%0:265%:2a67 Assign  Data control-EU ERED L
19 277 2012/9/12 14:01 G522KBR264\HelpDesk fe80::1003:Ffa90:2659:2a67 Assign  Default v m] (i3 =
21 283 2012/9/12 14:08 GS22K8R264\Valerie Smith feB0::1003:fa90:2659:2a67 Rename  New Policy %g:ﬁ; MiaGrupps 1
22 284 2012/9/12 14:08 GS22K8R264\Valerie Smith feB0::1003:f390:2659:2a67 Assign  Data control-UK -1 Gruppo Miskdruppo 2 B
23 286 2012/9/12 14:09 G522KEBR264\Valerie Smith fe80::1003:fa90:2659:2a67 Edit Data control-UK ”I_Imﬂ
26 311 2012/9/14 14:48 GREEN\mce-builder fe80::1003:fa90:2659:2a67 Assign  Data control-EL ] tdumnich
29 316 2012/9/14 14:49 GREEN\mcc-builder £280::1003:F290:2659:2a67 Rename  Copy of Data contl __% gﬁg:ﬁ:?ﬁ;ﬁ
31 319 2012/9/14 14:53 GS22K8R264\Valerie Smith fe80::1003:fa90:2659:2a67 Edit Data control-CA | Paiz
32 320 2012/9/14 14:54 GS22KBR264\Valerie Smith feB0::1003:fa90:2659:2a67 Edit Data control-US H\c‘:;;??l;:moml-us =l
33 321 2012/9/14 16:10 ADMIN-LAPTOP-1\AdminDa'10.101.102.100 Edit Data control-US .
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8 B IR iR A TE

AERRIAAAIER Microsoft Excel » fEHIAERIACGREILN A - A/ M40 5H 2 TR AR TG
RHTEHP] -

AETRIHAAT I A SR AR Y XML ARk

| WA BRI A

WERGESERY T ERE G (55 9 W) BILHVERAIFEIL RIS E#E

. 1F Excel 1y &R} 2% L B8 EHMAR - FE 5% 1€ Microsoft Query e

2. fF BEEERIRE BREEEEY o Bk SRS EARE T M ARER MBI o BRI R
ERPIE (5140 SophosAuditing) @ JiEGEE HEE -

. f£ Microsoft Query 9 - Bh#& SOL f##lf A @mAvEiFEsm A SOL FEufi= -
DU E G & — a5 &)

8.2 H AN EI

#P] 10 A 60 KE PHEFE N &SRR

SELECT EventId, Timestamp, TargetSubType, Action, TargetName, ParameterType,
ParameterValue, Result

FROM SophosSecurity.Reports.vAuditEventsAll
WHERE (Timestamp>=DATEADD(dd, -60,GETUTCDATE()))

AND (TargetType='Policy"')
AND (UserName='GS22K8R264\Administrator')

ORDER BY Timestamp DESC

EEEIH
FERRAC T - AT A " SELECT * , DUBEHUE RIS P EYRTARINL - A YRk e s
AL -
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# 2 BE 6 (#HETEAEER ERHHAY RS

SELECT *

FROM SophosSecurity.Reports.vAuditEventsAll

WHERE (Times tamp>=DATEADD(mm, -6 ,GETUTCDATE()))
AND (TargetType='Policy"')

AND (Action='Assign")

AND (ParameterType="Group')

AND (ParameterValue='\Oxford\UK-Servers")

ORDER BY EventId DESC

EEEIE

YRS R T R B R BB AH A T B4 - STl A BRAHAY Se B 18 elE T " ends with, [H
i ((ERESEFAH AT Bt —Y) o il AT EF4H \Oxford\UK-Servers BT > Zm# ALLT
Hpzr—:

ParameterValue="\Oxford\UK-Servers'

ParameterValue Like '%UK-Servers'

W 3 3 (B R A B AR e

URBRACFTEE N HRE G N EER 3 EAES - (=L - PR - EskiErda it - D
B B S IRVIPLE EE R 2 BE4H -

SELECT *
FROM SophosSecurity.Reports.vAuditEventsAll
WHERE (Times tamp>=DATEADD(mm, -3,GETUTCDATE()))

AND (UserName='GS22K8R264\Administrator')
AND ((TargetType='Group') OR ((TargetType='Computer') AND (Action='Assign')))

#] 4 0 AL 3 E & R E R A

SELECT *

FROM SophosSecurity.Reports.vAuditEventsAll

WHERE (Times tamp>=DATEADD(mm, -3 ,GETUTCDATE()))
AND (ParameterValue="\Oxford\UK-Desktops')

16 Copyright © Sophos Limited
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8.3 IRFEHEE] Excel

FESE R ICIRERZ R B 2 1% - R EORMEE] Excel (FEZ > HFEORMEE] Microsoft Excel) i
I IR (FB 12 T st EIrfEstooth (55 13 W) PRTiRYERE -

8.4 BN IHHEHRHSEER XML A=

(& SERARER Y TRIS S E - LA XML #&=UfE1F > A rlEeE

Reports.vAuditEventsForPolicyEditAndDuplicate BERHEMAEEL

SHTFE i EAE T IE SR #E Reports.vAuditEventsAll B

Reports.vAuditEventsForPolicyEditAndDuplicate » u@ﬁ~ﬁ@§1ﬁt§5% SRR o

1. WERAEERRIFEIDTNER - 0 (A ERORETI AR (5F 15 1) WNEA -

2. E Microsoft Query H > BEEE k& > BrZBEEE JrIURAR o 75 FriwsRtd SR 8RR > BEHY
vAuditEventsForPolicyEditAndDuplicate AEGSE iy o —HS5ERC 0 BREE RHEA -

3. FEHELGEERRIVEININ - BAEERSR - EF—EERERY > BEICEIURIAL EventID > #EE2UE
B2 (HE R EventID ﬁ'ﬁﬁl

4. EEW RO EE S - BCE ] LU ERER Th IR 1 S B BRI - DURFZ R (e 2 &
A

AN
JHIfEM Microsoft Query (FA& > &5&) Ay &5G HELTHE > DUEITIHRGE M ([ ER Ry E
a1

e Nicrosoft Query =l
BEEO wEE FBAY BHO WO FRI0 EHE REQ RAW

el o] (FLF] [l (=] R (L0 ()

%, % Sophozkuditing IS I i [ )T

FolioyType |  Poliewlsme | =
22 012-02-04 11 0342747 EBEPoweilTzy 19216808 Aati-virus and EIPS Default <eoinfig sdi="Ttp: Meww sophos coinE_|
L) L2004 11 D406 677 SRS PoweiTlswy 19216808 Aanti-virus and HIPS Paliey? <eoinfig sdie="Tty: s sophos com'E
2 WLZ-0504 11 0438203 BN Poweilley 19216808 Aati-virus and HIFS Disabled HIPS and clean <coinfiz sonlis="htp: Mieww sophos com'E
n 2020411 0525000 SRS Poweillae 19216802 Application comtio] Defeult <poliey sainlns="toim. mphastmanssipolic:
kXY 2004110523010 SRS Poweillas 19216802 Applizabion comtio] Default <poliey samnlns="totm. mphastmanssipolic:
£l 0120204 11 0553090 SRS Poweillae 15216808 Applicabion comntio] Pl <poliey sanlns="torm. mphasimanssipolic:
k] 0120504 11 06548 540 SBSPoweilzs 19216808 Applicabon comntiol P2 <poliey sanlns="torm. mphasimansipolic:
42 20504 110717270 SBSPoweilzs 19216808 Dievice contol Defanlt <poliey samnlns ="ty w2 orgf200

e
iy

20120204 110726460 SBSFoweillsee 192160 08 Device conteel Defonlt <poliey senlns ="kt o w3 01200
46 012030411074578) SBPoweillser 12216808 Device conteel l <golicy sonlis ="M s w3 0121200
0202041180070 SBFowellsee 12216808 Device contrel 7] <policy sunlas ="ty w3 orz/201
50 9012090411082565) SBWowellser 12216808 Da control Default <policy sunlos ="ty w3 orz/201
5 0120804110828337 SBWowedllses 12216808 Das control Defoult <policy sunlas ="ty w3 orzf201
5 o0120904110842500  SBSWowedllses 12216808 Das ool L <policy sunlos ="ty i w3 oref201
55 0120904110303507 SBWowedllses 12216808 Das ool 2] ol s si=ht e g
5 0120804110957577 SBWowndlses 12216908 Web control Defoult policy sanlos="com.
6090120904 111003017 SBWowrdlses 12216908 Web sontrol Defonlt @L,ymmmmmw

Wldies] il | JJ

AEETLUR [aR] (R 3haEERiE & LIRS R Al -

5. WIMEEGE > £ fEER DIRERPEE GEFAw -
6. WAGEERMEE] Excel - BEEE B&fHEA] Excel 28t
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;"‘- Bicrosoft Query

1EEF) #eEE ) R 00 B

EEEILR

e 8 5] Exoel |

" w i nd itFwente 11 ”
SHAE EZE DIRER PR K RHE(E] Microsoft Excel -
[BF] Excel - BEAER} ¥aETBRRIEHUR - BIrRFE (E1r#fg (5 12 1) ) - PolicyContent
ARG LL XML A E S RISECENETE -

TN

YIERAER Microsoft SQL Server Management Studio @ fEu[EHHFEH
Reports.vAuditEventsForPolicyEditAndDuplicate &1 o 2 158 B KT & H4S R 1
PolicyContent M#{iz##&E - SRESN RIS DI E Y Excel BRIFRZEMNE - BRY XML 4miE

Zs/ o
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WEELEE e 2 2Re% 2

ZEFSRNENEER B E
ERSENF
R E
RIgETH
AmEE
Sophos Update Manager &
B

0.1 EI&ENE

UM Bl E F g 2 20fefx
P B / AR R SR
P& R
BT ER
T B
FEREIE BT e B AR

ERAGERHE

BRLE T ZACiRAENE Ry
TR
MHFRERH
HEhEre
Efran i
fEIREERG 2Rk

£ P
RIS E
RIS E 7O sr VI E &y ¢
TSRS (5 20 T)

EEREEA S
HREES (55 20 T0)
SR R
FEIR RS 2 FEh
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20

BRSO ORM Ry IR R PR (B
fFReEs (25 20 D)

9.3.1 EEVLERES

& T HTASRISHS > THEE RIS S S| —IERH RIS A - T8 5 " Brekls o A 1ERT R
TR I E A o Bl o AR TE AR L HIPS SRES o W E Ak
FServers y » PATNFERKIE B #EEETT -

1 BTSSR

Action Target Target Target Parameter Parameter Resul t
Type SubType NEIWE Type Value

Duplicate Policy Anti-virus | Default New name New Policy | Success
and HIPS

Rename Policy Anti-virus |New Policy |New name Servers Success
and HIPS

9.3.2 fHEIENK
TR A SRS o il

. TEELRH
Action Target Target Target Parameter Parameter Result
Type SubType Name Type Value
Duplicate Policy TestPolicyl | New name Copy of Success
control TestPolicyl

9.3.3 fHERTHS

B MBRSRES T (00 SR SRESHTREE - WIS (o TR SRS - ARSI T - A EEESS
mﬁﬁ$ﬁﬁTﬁ SRS BT E A -

9.4 EVEH

A EEHEZECRRATEIE R
EILAE
i €
EaaAan
e
HEEREEAE
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e briE R
HTE I REIR
e i PRIER

9.5 Sophos Update Manager =¥

Sophos Update Manager &EHEZECsFrVEN{EE ¢
B —IHE T EH A
i —TH R T E L BB ERC &
TERETR
R —IHE M EE &
B HEMEHE

0.5.1 HrEHE SR ERV U Z 08k
1E Enterprise Console H - ICEFEHEHE Bt G S R LCEEE > HAE e 8
BRIS N AT EGERAY - B T AR B EE B RCENY - g DUT SRISSCEREN(E ¢
Update Manager - subscription - ¥5iE 5 HE 2 FEN A AVERAS THAY M -
Update Manager - upstream - f5EEFEEHEBENEHIR -
Update Manager - downstream - f5 €@ FHrEE A MEEEEIYIHLA -
Update Manager - schedule - #5%& S ¥ EH S22 EE (HNE R SRS BRTHIIRE -
Update Manager - general - 5EBHEHBMYECHREETE -
Software subscription - FEEHASTEL FHEAVAECE » 5140 " Recommended | °

AR —THE T E T BRSO G o B S — (R R R RIS (B2 1D BESE) - 1E
EEFENT - S —THSEEEAE SophosSecurity BERHEHESLEISE - FlU0 - WREE IE
TOEE A HEETIREY HHME SRR - WOREEERE - g4 DI TEEE ¢

*® 3 BUEHEHEANERTHE

EventId |Action Target Target Target Parameter Parameter REIE
Type SubType Name Type Value
New

22 Edit Policy Update
Manager - name
schedule

None Success

21 Edit Policy Update New None Success
Manager - Policy
upstream

20 Edit Policy Update None Success
Manager -
subscriptio

n
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TEEEER T - RASE—(HEHE > Update Manager - schedule SRESHVELS: R EEAVECE L - L
{ERTECERAY A SRES B Ry N ER 28 1D 08 - WAk & 8 Ryfnl » JRI{ERT SophosSecurity &}
[ Reports. vAuditEventsForPolicyEditAndDuplicate &R - 40 177 —TEE S HEISSEE TN XML #8
A#FE (5 17 W) Pt

9.6 ZERET

IV e U R el
RS
= HTEZ
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VNGRS g S

Reports.vAuditEventsAll

Sophos Enterprise Conso

gt

AT Sophos Auditing :

Reports.vAuditEventsForPolicyEditAndDuplicate

BIHE AR AT A Hﬁ'ﬁﬁl PR NRA - FrAHY date-time (HH -
(24 /NFFH) o RZEAR AR [FIRF B HIMIL LU A 5

fEg=C > Bl
7T—\- °

" - A -

(ERVANS S sr R

Reports.vAuditEventsAll

Refi]) ML A BRIy

Reports.vAuditEventsAll BRIEMRGESTEZBEMFEAT DI ER B R

le

=y A

EventId integer FE—mET 1D -

Timestamp datetime FERCERIN B AVIF R o

Action nvarchar(128) SR SEREAYELE - BlA0 > T~ 4Rl - EHran
%~ FEUR ~ fHIER -

TargetType nvarchar(128) BN EE sl B s e ERY - fian - #f
&4H - B - SRES - Ao

TargetSubType nvarchar(128) FHHENEE A eia e T8 R A
MEE - Bl > 2B TRES 2T > 40 PR
HIPS ¢ &RHEE -

TargetName nvarchar(4000) EE@JT’EWE&E'J%#Y e 4TS o BN > SRR EL
BRAHAVFE B E S AT -

ParameterType nvarchar(128) IR ZE HAZAY s e s a
A o 40 > Action="Rename" H
TargetType="Policy" ~ ParameterType="New
name" ° Action="Assign" H
TargetType="Computer" ~ ParameterType="Group"

ParameterValue nvarchar(4000) ¥ﬁ S E BMERTEUE > B0 > SRESHIFTAIE &

FEAW > EISZIEIRENHEAE -

Result nvarchar(128) BEAV4EEE 5 A " Success | B¢ "Failure ;| Wif#
$E -

UserName nvarchar(256) BHUTENEMN R &1 -

Hos tname nvarchar(256) BYTENEME R & AV E RS2 -
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=g A

HostIPAddress nvarchar(48) HITENMENEE RS AV ERSTY 1P firkk - 2053
fElAR 286 Enterprise Console MHAVAGRS AR
IPv6 AUEREE NETL > Al IPv6 frbb&Zecss -
SR IPv4 firbbE2ecss: o

ActionId integer Bh{EME—AYEF 1D -

TargetTypeld integer BRI — R85 1D -

TargetSubTypeld integer R —HYEF 1D -

ParameterTypeld integer SEARIE—ET 1D -

SubEstateld integer & FoaE— 18T 1D -

ResultId integer SERME—RYES 1D 1 (success JiTh) B¢ 0
(failure ZeHy) -

UserSid nvarchar(128) {58 &Y Ze e a5

Reports.vAuditEventsForPolicyEditAndDuplicate

Reports.vAuditEventsForPolicyEditAndDuplicate BERIEM A & FRISSTHYEN -

=y

it

BventId integer HE—HEF 1D -
Timestamp datetime ENEECRRIN BRI AR -
Action nvarchar(128) SCERIN S HIENE -
PolicyType nvarchar(128) FHEN(E S8 B AU SRR SRR > il
B sl HIPS SRAEEIAE -
PolicyName nvarchar(4000) RIS H{E R & E F2A -
PolicyContent XML RIS B Y H VRS A
BE o By XML &K -
UserName nvarchar(256) BATENEHIE & T -

24
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11 it

# Sophos Auditing 2Bz » —IEZKJE A " Sophos Auditing | AYEEMErECs%:E Windows JEFHFEZE(:
SCERAE o B AN E R AR PR R RER -
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12 [ffer » B AL BERVES 1D

NREURERST Sophos Auditing ERHM A EEAIME—# 1D -

WS AT AT~ Naf i B D HH RS AL B MBS > AN BRI E A 1D MIEF & - fhE#En i
1E# 2K Enterprise Console SHFT{a] 7SRy mT REEE AR FUAH A MR R -

Delete
Duplicate
Move

Rename

Add to
Remove from
Edit

Log on
Update
Acknowledge
Reset
Assign
Protect
Scan

Clean up

Comply

O o0 9 O U AW — O

e e e e e e
~N O L A WD = O

TargetTyp

€

Unknown

Group

Role

Policy

Computer

Sub-estate

AD synchronization point
Report

Update manager

Configuration

O o0 3 O AW — O

26
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TargetSubType for Legacy updating 1
TargetType=Policy Anti-virus and HIPS 2
Firewall 4
Application control 7
NAC 8
Update Manager - upstream 9
Update Manager - downstream 10
Update Manager - general 11
Update Manager - subscription 12
Update Manager - schedule 13
Data control 15
Device control 16
Software subscription 17
Updating 18
Tamper protection 19
Web control 22
Exploit prevention 30
TargetSubType for Unknown 0
TargetType=Configuration Dashboard |
Email alerts 2
Purge 3
Auditing 4
ParameterType None 0
New name 1
New location 2
Group 3
User/Group 4
Right 5
Computer 6
Alert 7
Error 8
Software update alert 9
Configuration value 10
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BrHR i

Result

B EE

Pending
Success

Failure
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13 FflTscik

R E LU R —IE 757k » HUS Sophos EEandify SC AR
#5%H community.sophos.com/ PNAEY Sophos Community tHEf > FHkEA B FIFHE REEAERE -
35 www. sophos . com/zh-tw/support.aspx PNHY Sophos Tl fBHIERE -
7> www. sophos.com/en-us/support/documentation.aspx P EGE e BH S o

> https://secure2.sophos.com/support/contact-support/support-query.aspx BHEXFRMIHI S
B[RS -
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Copyright © 2018 {RE U= AR - AR LA RIELIET « Mo - B0 - SR 7=
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T o DT AIRRHEFFE A » AT L ESF T » JTAEHE T -
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