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% °
2. HREZRGEE > BERTEHEARK - HERUES ¢
C:\ProgramData\Sophos\Update Manager\Update Manager

3. ¥AHEEGEE "Update Manager , BRI » BEHL N - ENEHREARY LA FREK - BEEE (EAIME
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4. FTREETEEILMY Windows MRSE - AARSCE " EEHL, HEMR

5. 1£ Enterprise Console N » ZHINAFIEFEASLHT Windows TREEAVEE HiRHS - N BHOEITARER -
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1. [#EA Enterprise Console °
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3. (F ik UmRE AR o AIACGESTIEIEIRE » FEm AL NES ¢

net stop "Sophos Message Router"

net stop "Sophos Patch Endpoint Communicator"
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net stop "Sophos Certification Manager"

TEEH
Sophos EEFREAEIF 1L ImBE RS 1% - FRFEOTHE - WL AT B (T AR AR (TS | AV ER
SN
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4. (ZIEER R AR -
WAF 1RSSR - shEm A DL T E< ¢
net stop "Sophos Patch Server Communicator"
net stop "Sophos Management Host"
net stop "Sophos Patch Endpoint Orchestrator"
net stop "Sophos Management Service"
net stop "Sophos Update Manager"

ESERIZIE Sophos fRA °
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FEEERERS L -
1. 1F Enterprise Console Z7%EH $#BHRI SHRFICHE

Windows Rk | THEX(L &
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32 fitJT C:\Program Files\Sophos\Enterprise Console
64 fiLJT C:\Program files (x86)\Sophos\Enterprise Console
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2. 1F Sophos Enterprise Console ¥EEFHEAN - Bt ~—F -
3. —IEREgS I BESE AT o WIEAETLUTAPER |
a) Has e W HTHAE -
b) 1& EEHUTF: HEEIHEN - B EHEREsS B EE TS -
¢) & ERIEFFHER BEEITHRA - 0 AFIEREN RS -
d) 1 Sophos Update Manager #Za& ¥EE/7¥EA - B ASCRi(E i SUHER EZ0E (55 6 T1)
N o B%E PR BT EESRAY Windows [HHEIRSE » IRBBEDETRE -
4. TESERESE%  IEATRE G R E T R EN RS - B2 2 50 58k -

JEEEEIE
B ICIEZESSE RS —REH S A (NEHEE)) - 55208 RN E H i EH SnVEEHE > I
BHEA Enterprise Console °

RESERZA8E Enterprise Console EHH(EIARSSBIETE T & TR o

9.1 {81 Sophos fE¥%

1. WELE Enterprise Console BER4KRHESA -

. R IEE AR o A TIEIRIRLF

a) BRI SIRRT LA o
b) BALLTES ¢

net stop "Sophos Message Router"
net stop "Sophos Patch Endpoint Communicator"

net stop "Sophos Certification Manager"

- AR B R B AR

AR (HIEEIRFS - BTN F IR E T AL TES
net stop "Sophos Patch Server Communicator"

net stop "Sophos Management Host"

net stop "Sophos Patch Endpoint Orchestrator"

net stop "Sophos Update Manager"

e SERUE IE Sophos ARAS -
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T ERT R s BRI (D - R RHEMRIE A SR B ERF R -

1.

1E N E - ERrdag43A " Backup | BRI E T01d_Server_Backup ; ©
PALLUSERSPROFILE%\ Sophos \ManagementServer\Backup
1E Enterprise Console Z*8EHBFRET S RTICHRE ©

Windows Rk | THEX(LE

#
32 U7t C:\Program Files\Sophos\Enterprise Console
64 firyc C:\Program files (x86)\Sophos\Enterprise Console

. BALUTES - R ERE -

DataBackupRestore.exe -Action=backup

—IEMER LR R > WELEEE "Database | TERHY " Backup ; BRI - 1 B Bk e
Secure Store EilGALFALL MIE :

PALLUSERSPROFILE%\ Sophos \ManagementServer\

4. EFrEpACELENIHH " Backup ; BRI TNew_Server_Backup ;e

IRAEESE "0ld_Server_Backup | ;a$%7(§§%ﬁﬁﬁééf% MBackup | -

. {21k Sophos Management R o ANAKHESTILIERR(E ¢

a) BARET IR R T ILHE
b) EALUTES

net stop "Sophos Management Service"

BESERk M H EkEs DAVER -

12

Copyright © Sophos Limited



Sophos Enterprise Console

11 (EASBEEL Secure Store

1. 7 Enterprise Console ZZLH M-SR RNTICHRE -

Windows Rk | THEX(LE

#
32 U7t C:\Program Files\Sophos\Enterprise Console
64 firyc C:\Program files (x86)\Sophos\Enterprise Console

2. EEEEBEEARY Management Service BORMEEEHARTFER(E - AAGEITILIERR(E ¢
a) BHRCESR4REEFER - BIE X Sophos B FHIA&HE

Windows Rk | THEXLE

&
32 Lyt HKEY _LOCAL_MACHINE\SOFTWARE\Sophos\EE\Management Tools\
64 firyt HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Sophos \EE\Management Tools\

b) BIEABEERSA > #EH] DatabaseConnectionMs °
DatabaseConnectionMS {HEFE &S FE LT LU FNEAISIA ¢
Provider=SQLOLEDB; Integrated Security=SSPI;Initial Catalog=SOPHOS550;Data
Source=(local)\SOPHOS;

C) HAE 4mEE DOREFTR o BEEE BoL -

d) EEEERY  WRERNEN CaE A mpri (Eikes T4 SQL $TERE o fI4l > Data
Source=(local)\SOPHOS ;

R SQL (IR as e TERe fE i (el ey BT TREE - A (local) B RfEikas ot - AR
A E A T IRA SO TERS - I HARE R e -
3. B ServerLocation BEkEUE - (EHEAFWAVE RS EHAHE - ACGETTIEIRIR(E -

a) BIEZE Sophos B HEHEHS :

Windows Rk | THEXALE
*

32 fitJT HKEY_LOCAL_MACHINE\SOFTWARE\Sophos\EE\Management Tools\

64 firyt HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node \Sophos \EE\Management Tools\

b) FBIELEEA > BEHUIHEHE ServerLocation e

c) FATE YmiE DhEEFH o BREE Bk -

d) £ BEER N {REECEA RS TERAE - MRDUTHIE RS TR -
4. &2 Instance BEFEUE - FHEAHIVERS T - FCETIHIRRRE -

a) BIEEZE Sophos BEHIEHS :
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Windows Rk | THEXIE

/N

32 firyt HKEY_LOCAL_MACHINE\SOFTWARE\Sophos\EE\ManagementTools\Database
Installer

64 firyt HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Sophos \EE\Management Tools
\Database Installer

b) EAEAEERRN > EHIEH Instance °
C) BIE 4mEE INREFT > BEEE (BUL -

d) £ HEBE N REEEERSHITER S - ARE R EHIE R s TERE 4 - B
41 Data Source=(local)\SOPHOS;
5. 5 Sophos FEHTEHE S —(E TIEEFH/ MRS - BB SumUser WY SFEUE - WHCGETTIE
TEIRME -

a) BIEZE Sophos FERHEES o sZ S ERHEALI L MILE -

Windows Rk | THEXL'E

/N

32 Lyt HKEY_LOCAL_MACHINE\SOFTWARE\Sophos\EE\Management Tools\SumUser

64 Lyt HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node\Sophos\EE\Management Tools
\SumUser

b) 1% ManagementTools.reg fEZEES SumUserName K SumUserData HYESREE -
ManagementTools.reg fEZEALFY "New_Server_Backup | BRI » HFY FH{ER ~ Bgfbi
Secure Store (58 7 T1) TEETEETT -

¢) DL ManagementTool.reg FEZEFFEENT SumUserName K SumUserData HYE{EHUAEIARVE
18 -
6. WISEERHERT A TIERHE/ AHIRSE - 551804 DatabaseUser BHREE @ (FEEEHIIERE EHA
T o ANAIGETT R IRHRAE

a) BIEZE Sophos B HEHEHS -

Windows Rk | THEXLE
*

32 fitJT HKEY_LOCAL_MACHINE\SOFTWARE\Sophos\EE\Management Tools\DatabaseUser
64 firyt HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node \Sophos \EE\Management Tools
\DatabaseUser

b) EBEEAEEIRN > #EH DatabaseUserDomain °
C) FAIE 4mEE ThREFRT o BhRE B -
d) £ BEER N RECEAERSS EHEAE > AR E MRS A TEE T -

RS
UNSRATAE I m] Al HE 1 7 2 2R (o AN (R HY ERHERIRSSE » SEE T LU N YRS P BR, -
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e) & ManagementTools.reg fEZEHfS DatabaseUserName K DatabaseUserPassword HYE$EEL
E
ManagementTools.reg FEZEMLA "New_Server Backup | BRI » HA {EHEIRES HE SR
(55 12 1) PEEpEIT -

f) LA ManagementTool.reg F&EZEH#5ERY DatabaseUserName J2 DatabaseUserPassword HYEL{EHY
REHFEME -

7. B4 PatchServerURL B #F8UE @ (FHEA I E MRS T4 KRR (A2 AR [HHY
IR ) o YIAGESTILIERRE -
a) JEE S Sophos BN

Windows fik THRLALE

ZN
32 Iyt HKEY LOCAL_MACHINE\SOFTWARE\Sophos\EE\Patch\
64 Lyt HKEY LOCAL_MACHINE\SOFTWARE\Wow6432Node \Sophos \EE\Patch\

b) EEIEAEBEIEA - ZEHEE PatchServerURL »
c) BAE 4mEE DOREFETR o BEEE (B -
d) 1£ BEER N RECERERSS THEAME > AR LU E ks T REBHR R (R
AR EREER) -

8. # table_router.txt &% > {LEE(EARES "Router , BRI - (BRE LN MU BATHEHRES |
PALLUSERSPROFILE%\Sophos\Remote Management System\3\Router\table_router.txt

9. i Envelopes N > EEEfEIARES TRouter ; BRI » EIRELL MBI ERES -
PALLUSERSPROFILE%\Sophos\Remote Management System\3\Router\Envelopes

EEHEIE
WMRLHE REHAENE » "Envelopes | WEHETAIEE -

10. 7£ Enterprise Console ZZEH M SR RTICHE -
11. # ALUR$§% > DIBE A Secure Store °

DataBackupRestore -Action=Restore -DataSourceType=SecureStore
FEHEm A y R -
REE5E AR A G %8 Secure Store °

11.1 BHEIFTE Sophos AR

AT E AR ES |

1. BARUmEL SRS - MACEITIER(E » BB SR~ T o iE P AL TS ¢
net start "Sophos Message Router"
net start "Sophos Patch Endpoint Communicator"”

net start "Sophos Certification Manager"

2. FARCERH R A AR -
WAIZ (B - FBEam SR FooiE A NYIFES -
net start "Sophos Patch Server Communicator"
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net start "Sophos Management Host"

net start "Sophos Patch Endpoint Orchestrator"
net start "Sophos Management Service"

net start "Sophos Update Manager"

CER@FTAHY Sophos s -
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12 7Rt BT & =R Y R B B =

VR e R S B B Fy 28 78T Sophos Update Manager BERTFEHEE (SUM) BT I HECE &
i%iE Sophos [EkEHT °

1.

[\

O\Lh-lkw

FHHIEIRR 28 _FBERL Enterprise Console °

fE et THRERM > BhEE ETEHEA -
HHVErEE R EGRINE B RAE -

RN E S AEBERATE A0R R EAVHE - B T -

TR TRTHY SUM > ZMRIRFEZESCE AR ~ THEY NEkERES ~ S3 e DR HAEFAITE N
HER _EICER *Fseﬁﬁi’“ KA EF Ry SUM Y B Al H A/ B -

- WREAET S SEREHET SIM ECE Ryf5RETHY SUM -

e SE R E T [ S A e S -
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13 Fic & 5 ol

T ZEAE R E e as _EFCE S R RIS IR F AR © AT RETRIRAF -

1. 351F Enterprise Console FHEEWN » 1M [ AR 4RERAY T Hr okmg -

SRR BEL TR E R

R
FEEHIROT SN H9F 5 -

£ Efilflkas BREA - EE ik EHAERBHERSE -
B (=M - 8RR S SOERTHY S o
WRARE > FEN KAk AVRE

RhEE HETE CREEFEE

(S, B R\

B -
EE SRR E TR

FE IR THRERN - B MBS - e EEEEEN - AEEEER SIM > AMEREE i
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14 F5imEh
Console

AR I BL B T & w3y Enterprise Console » &0 E @I Enterprise Console EEFFHENELE
A

[y

S E AN Enterprise

FEEIE
WREARENTGE: - SR R RRER S EEHHE > 1J2Ed Sophos FlT ST ERHIERE LS
116737 %% (http://www.sophos.com/en-us/support/knowledgebase/116737.aspx) SERBARYEEL

12 °
YR R S AR P B S YRR » 552 R T Sophos Enterprise Console EiHH | PNAYRHZEEENS
AT

AR -
L. BURH R R S TR - MO T I -
BT EATENERIT WARSSIR BRALPY - SRR ALY -
AIRATTEEAT B E T A GBI - SN AEN  BEELEHE - AT [N -
VSN E T -
2. TR B - B A A R -
3. RIS - BTN FIP - BIRCHEEE -

FEEH
WA EE TRERT 2GR 75 KIS BE - 5528 Sophos #8VEMYASTRKEA (http://
www. sophos.com/en-us/products/all-system-requirements.aspx) °

P s S 5EEY » A HVEETTZEE - (RO B 4E DU IhRE © TR ThRE(E A (st I
BFEHIEST - ARl -

Firewall

Patch

Third-Party Security Software Detection
4. T& DiERE HENA AL EEE g AL DiERE Wi - BE N -
5. FHIE BEE HEEITHET o AT NSRS E A
EIAIRSR AR B — TR ARG EH BIRSE < sZIRSROH -
B ERREEN BRI AR RN E T SR -
Res e N BB TR EIR ey R
RESOTFHUE S8 SRS pfs ey EEIRSE A E -

EEEH
WIS E MRS - & /R DL S0\ E R TP =\ A & 44 -

RESERRE A A UREL £ #HY Enterprise Console °
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[y

TS R

15 BHERRZBTEENF SUM
e

%% Sophos Endpoint Security and Control {:#fYT Sophos Update Manager ° f&#%E & #rikig H
B EHAYEE SUM ©

MBI R ZORERT SIM > SEIRIEDLU T HE(E - FEiG HECE #AE 2 3mIRE SUM -
1. FEHERESLE > /€ Enterprise Console BRIHEEL mrinit.conf Bl cac.pem fEZE -

Windows Rk | THEXALE

#
32 U7t C:\Program Files\Sophos\Enterprise Console
64 firyc C:\Program files (x86)\Sophos\Enterprise Console

2. FHEE{EF SUM - #EITDLUREES :
a) HEL mrinit.conf Ei cac.pem fEZEZ%E Remote Management System ZEA}HE o

Windows THRALEL
RS

32 fitJt C:\Program Files\Sophos\Remote Management System

64 firyt C:\Program files (x86)\Sophos\Remote Management System

b) f£ Remote Management System HPkBAEIESISHEnFICHAE o
c) ¥{TH5% ClientMrlnit.exe -update °
e SERE AR A ZEN T SIM S EHEHE -
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Sy O e L B (5
16 Hﬂ‘ﬁ%vﬁ‘ﬁ_éjﬁ: — Ei%ﬁﬁ* H %ﬁ ﬂﬁlﬁ =
I EIHELE Enterprise Console WYZ4E » SR EIRERS I -
1. #4fT Enterprise Console ZZEEEEME -
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