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1 About SafeGuard Enterprise for Mac
SafeGuard Enterprise is a modular security suite that enforces security for endpoints on a
cross-platform basis, using administrator-defined policies. SafeGuard Enterprise is easy to use
as system administration is carried out centrally in the SafeGuard Management Center.

The main protection functions of SafeGuard Enterprise on an endpoint are data encryption and
protection against unauthorized access through external media. SafeGuard Enterprise for Mac
includes SafeGuard Synchronized Encryption, SafeGuard File Encryption, and SafeGuard
Native Device Encryption. Depending on a policy, your endpoint uses either Synchronized
Encryption or File Encryption for encrypting files. Native Device Encryption is used for disk
encryption and can coexist with either one.

To access general information on your installation of SafeGuard Enterprise for Mac, click the
SafeGuard icon in the Preference pane (page 12).You can access additional information and
basic functions in the system menu. On OS X 10.10 and later, a right-click menu is available in
the Finder for accessing SafeGuard functionality.

Important:  Before upgrading to a new version of Mac OS X, you must check for the newest
version of SafeGuard File Encryption and Disk Encryption for Mac. Upgrading the OS first may
cause severe security problems and/or prevent access to your data. For more information, see
Sophos knowledgebase article 122690.
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2 SafeGuard Synchronized Encryption
SafeGuard Enterprise Synchronized Encryption is an advanced file encryption system that can
be used as an alternative to SafeGuard File Encryption for Mac (page 7). Depending on the
policy applied, you will be using either one system or the other.

Synchronized Encryption allows you to encrypt sensitive data based on the application it was
created with. See Application-based file encryption (page 4). This encryption is persistent, so
your data is secure even if moved to another location (see Secured Folders (page 6)), uploaded
to a cloud storage provider, or sent via email (see Securely sending email attachments (page
5)).

Depending on the policy definitions specified by your security officer, certain file types are usually
encrypted automatically. However, in some cases it might be necessary to decrypt or encrypt
single files manually, see Encrypt/Decrypt files manually (page 5).

To trigger an initial encryption of all files (of specified types in specified locations), use the Enforce
all Policies button on the Policies tab (page 13) in the preference pane. Plain files are encrypted
with the default Synchronized Encryption key. Files that are encrypted with SafeGuard File
Encryption for Mac keys are recrypted with the default Synchronized Encryption key.

In Finder, encrypted files are marked with a green lock symbol (OS X 10.10 and later).

The SafeGuard icon in the menu bar indicates the encryption state of a file. When an encrypted
file is selected, the icon appears in green. When a plain file or no file is selected, the icon is black.

2.1 Application-based file encryption
SafeGuard Enterprise Synchronized Encryption can encrypt any file created or modified with an
application specified in a policy (for example, Microsoft Word). A policy defines a list of applications
for which file encryption is executed automatically. Synchronized Encryption extends to all Secured
Folders (page 6).

If your security officer has specified Microsoft Word as an application for which file encryption is
active, every file you create and/or save in a Secured Folder with MS Word is automatically
encrypted with the default Synchronized Encryption key. Anyone whose key ring includes this
key can access your file.You can copy the file to a network drive, a USB drive, or send it via
email, and it will still be encrypted. For more information on email, see Securely sending email
attachments (page 5).

Your security officer can define exemptions for specific locations via policy.

Note:  Synchronized Encryption policies are assigned to users, not to machines.
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2.2 Encrypt/Decrypt files manually
Synchronized Encryption allows you to encrypt or decrypt individual files manually. Right-click a
file to do one of the following:

■ Decrypt selected file (only for encrypted files): Allows you to decrypt your file and store it in
plaintext. We recommend decrypting your file only if it does not contain any sensitive data.

■ Encrypt selected file (only for unencrypted files): Allows you to manually encrypt files with
the Synchronized Encryption key.

■ Create password protected file: Here you can define a password to encrypt individual files
manually. This is useful if you want to securely share your file with someone who does not
have the Synchronized Encryption key of your organization.This command creates a password
protected copy of your file and saves it as an HTML file.Your recipients can open the file with
their web browser as soon as you communicate the password to them.

Note: This option is only available for files that are either plaintext or encrypted with a key
available in your keyring.

In Finder, encrypted files are marked with a green lock symbol. Files with no symbol are usually
unencrypted.

Note:  Files that have been saved as bundles or packages may not display an overlay icon even
though they are encrypted. For example, when you insert an encrypted image file into an encrypted
text file in TextEdit and save it as a Rich Text Document with Attachments, the resulting file
appears to be unencrypted. It is encrypted, nevertheless.

2.3 Securely sending email attachments
When sending email attachments to recipients who are using Synchronized Encryption, the
Synchronized Encryption key is used automatically.You do not need to worry about encryption
and decryption.

When sending emails to recipients outside your corporate network, you may want to encrypt your
attachments to protect sensitive data. To do so, right-click the file you want to send and select
Create password protected file (see Encrypt/Decrypt files manually (page 5)). After you define
a password and confirm, your file is encrypted and saved as an HTML file.You can now safely
attach the file to emails.

Note:  Password protection uses base64 encoding, therefore, files are bigger than the original
file. The maximum supported file size is 50 MB.

Your recipients can open the file with their web browser as soon as you communicate the password
to them. We recommend that you use a strong password and don’t send it in the same email as
the files.We recommend that you give the recipients the password by phone or through any other
means of communication.

Recipients can use one of the following browsers to open the password protected attachment:

■ Mozilla Firefox

■ Google Chrome

■ Microsoft Internet Explorer 11
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■ Microsoft Edge

Note: This software has been tested with the browser versions available at the time of the release.

Important:  If you are sending files to recipients outside your corporate network and you do not
want to use password protection, make sure that you decrypt the file first. Recipients will not be
able to access files encrypted with your default Synchronized Encryption key and may think you
sent them a corrupted file.

2.4 Secured Folders
If you are using Synchronized Encryption, all files in Secured Folders are encrypted automatically.
Your security officer defines which folders on your Mac are classified as Secured Folders.Typically,
these are folders such as Documents, Downloads, and temporary folders where Microsoft Outlook
or Apple Mail stores email attachments.

To find out which folders on your Mac are Secured Folders, press Alt and click the system menu
icon.

Note the following limitations:

■ Moving encrypted files from Secured Folders

When you move an encrypted file from a Secured Folder to non-Secured Folder, the file will
still be encrypted, but you will not be able to access its content.You need to decrypt it first
manually.

When you open an encrypted file in a Secured Folder and save it in a non-Secured Folder,
the file will be decrypted automatically.

■ Permanent version storage is not available in Secured Folders

For files in Secured Folders, the standard functionality Browse All Versions... is not available.

■ Searching for files

■ Spotlight search does not work in encrypted files.

■ Searching for labeled files does not work in Secured Folders.

■ Sharing Secured Folders

A Secured Folder cannot be shared over the network.

2.5 Removable devices
If your security officer assigned you a Synchronized Encryption policy, removable devices are
displayed as mount points and encryption is enabled. Depending on the policy settings, initial file
encryption starts automatically in the background.
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3 SafeGuard File Encryption for Mac
Sophos SafeGuard File Encryption for Mac extends the data protection offered by Sophos
SafeGuard Enterprise from Windows to the Mac world. It offers transparent file-based encryption
on local drives, network shares, removable drives, and in the cloud.With SafeGuard File Encryption
for Mac you can safely encrypt and decrypt files and exchange these files with others.

■ New files in the relevant locations are encrypted automatically.

■ If you have the key for an encrypted file, you can read and modify the content.

■ If you do not have the key for an encrypted file, you cannot read its content in plain text but
only see the encrypted content.

■ If you access an encrypted file from any other computer where File Encryption is not installed,
the encrypted content is shown.

SafeGuard File Encryption for Mac allows your security officer to define whether files located in
specified directories and/or volumes are encrypted.

Note:  File Encryption policies are assigned to users, not to machines.

The encryption itself is transparent. After the Initial encryption (page 7), the system ensures that
files located in a volume or folder that is specified for encryption (called "Secured Folder" further
on) are encrypted.

After the encryption software has been installed and the communication with the SafeGuard
Enterprise backend has been established, you are requested to enter your Mac OS X password.
In order to use the product properly, you need a personal certificate. This certificate is generated
on the SafeGuard Enterprise server per user when you enter the password. This is only required
after product installation, first login or password reset.

Note:  If there is no connection to the SafeGuard Enterprise server, no new users can be registered.

Depending on the security settings which have been assigned to you, you see one or more new
volumes in your Finder sidebar.

Note:  Spotlight search and permanent version storage ("Browse All Versions...") are not supported.
If you try to eject a volume which points to a local folder, it will be automatically reconnected
immediately.

3.1 Initial encryption
Before starting to work, perform an initial encryption:

1. Open the System Preferences.

2. Click the Sophos SafeGuard icon.

3. Select the Policies tab.

4. Switch to Locally Translated Path view and click on Enforce all policies to apply all policies.
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All plain files will be encrypted after performing this operation.

If you want to enforce a single policy, select the policy and click Enforce Policy.

3.2 SafeGuard File Encryption system menu
The system menu provides you with the following information and functionality:

1. When you select a file, the SafeGuard icon in the menu bar indicates the encryption and key
status:

Green icon: The file is encrypted and you own the corresponding key.

Red icon: The file is encrypted but you do not own the corresponding key.

Gray icon: The file should be encrypted. (*)

Black icon: The file is ignored or excluded from encryption.

(*) Possible scenario: If you have selected an unencrypted file which is located in a folder
where an encryption policy is applied, the icon will become gray. To initially encrypt this file,
open the Policies tab, select the corresponding policy for this folder and select Enforce Policy.

2. When a file is being processed, the wheel of the icon rotates. This behavior is independent of
the current encryption state.

3. Depending on the files, folders, or volumes selected, the menu contains different items.

■ If a file, folder, or volume is selected, a message about the current encryption status, the
name of the relevant key, and information on the availability of the key is displayed.

■ A list of available SafeGuard Secured Folders (mount points) is displayed.

■ Click Open Sophos Encryption Preferences...  to open the Preference pane (page 12).

3.3 Working with removable devices
If your security officer enabled file encryption for removable devices in your policy, you can choose
whether or not you want to apply file encryption.

When you insert a removable device into your Mac, a dialog prompts you to decide how to handle
the files on the device.You have the following options:

1. Select Remember setting and do not show this dialog again and click No.

No files will be encrypted at any time on this device.

2. Select Remember setting and do not show this dialog again and click Yes.

Whenever you save a new file on this device, it will be encrypted automatically.

8

SafeGuard Enterprise for Mac



3. Select Encrypt existing files and click Yes.

Existing files on your device will be encrypted and new files will be encrypted as long as the
device is connected to your Mac.

4. Select Remember setting and do not show this dialog again and Encrypt existing files
and click Yes.

Both existing files and new files on your device will always be encrypted automatically.

To exchange and modify data on removable devices between two parties, both parties must have
the appropriate policy and key assigned. For the exchange between Windows and Mac OS X
clients, the device must be formatted using FAT32. Since the file format cannot be displayed in
the Finder, you have to use Disk Utility to check the file system.

Important:  If you exchange larger files on removable devices, make sure you have more free
space available than twice the largest file size to be exchanged.

3.4 Local keys
Local keys can be used for encrypting files in specified folders on a removable device or a cloud
storage provider. These locations must be included in an encryption policy already.

To create a local key:

1. Open the system menu and select Create New Key.

2. Choose a name and a passphrase for your key and click OK.

The key name will be prefixed with "Local_" and postfixed with date and time.

The local key is created and added to your keyring.You can now apply the local key to a removable
device or a cloud storage folder.
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4 SafeGuard Native Device Encryption for
Mac
Sophos SafeGuard Native Device Encryption for Mac builds on Mac OS X's integrated FileVault
2 disk encryption technology. It uses FileVault 2 to encrypt the entire hard disk, so that your data
is safe even if the computer is lost or stolen.

SafeGuard Native Device Encryption works in the background, so you will not see any prompts
for encryption or decryption when opening, editing, and saving files.

The security officer specifies which clients will be encrypted in the Sophos SafeGuard Management
Center.

4.1 Perform initial encryption
If a volume-based encryption of the system disk is defined in the policy, then disk encryption will
be activated for the logged-on user. Before encryption starts, a dialog prompts you to enter the
logon password.

1. Enter your Mac OS X password when asked for it.

Note:  If your password is empty, please change it. It is not possible to enable disk encryption
without a password set.

2. Wait for the Mac to restart.

Note:  If activation of the encryption fails, an error message will be displayed. Please contact
your system administrator.

Disk encryption operates in the background, so you can continue with your work.

4.2 Decryption
Usually, it is not necessary to decrypt. If the security officer sets a policy that specifies no encryption
for your Mac client that is already encrypted, it will remain encrypted. However, in this case you
have the choice to decrypt. Use the corresponding button in the preference pane, see Disk
Encryption tab (page 15).

4.3 SafeGuard Native Device Encryption system menu
The system menu provides the following information:

■ The icon (on the left) shows the encryption status:

Figure 1: System menu
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Green icon: The system disk is encrypted.

Red icon: The system disk is not encrypted.

■ The following menu item is available when you click on the icon:

■ Open Sophos Encryption Preferences...

Opens the Sophos Encryption preference pane.

Note: To enable or disable the system menu see User tab (page 12).
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5 Preference pane
The preference pane allows you to set preferences for a specific application or the system. After
installing Sophos SafeGuard Enterprise on a Mac client, the following preference pane icon
appears in the System Preferences:

Click on the icon to open the Sophos SafeGuard preference pane.

The About tab is displayed. It contains information on the product version installed on your Mac.

5.1 Server tab
The Server tab of the system menu contains the following information and functionality:

Server Info

■ Contact interval: Interval at which synchronization with the server is started. It is centrally
defined by the security officer.

■ Last Contacted: Date when a client last communicated with the server.

■ Primary Server URL: URL of the main server connection.

■ Secondary Server URL: URL of the secondary server connection.

■ Server Verification: Indicates whether SSL server verification for communication with the
Sophos SafeGuard Enterprise server is enabled.

Drag configuration zip file here

Drag the configuration zip file to this drop zone in order to apply configuration information from
the SafeGuard Management Center to the Mac client.

Synchronize

Click this button to start manually synchronizing database information such as policies.

Company Certificate

■ Valid from: the date the certificate has become valid

■ Valid to: the date the certificate validity expires

■ Issuer: the instance which has issued the certificate

■ Serial: the serial number of the company certificate

5.2 User tab
The User tab displays the following information:

■ Your Username.
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■ The Domain directory your Mac belongs to. For local users, the local computer name is
displayed.

■ The SafeGuard User GUID that was generated during your first logon.

■ The SafeGuard user state indicates, whether you are an SGN user or an Unconfirmed user.
As an unconfirmed user, you cannot access or create encrypted files. In this case, ask your
security officer to confirm your account.

The second window section displays information about the User Certificate (only relevant for
File Encryption):

■ Valid from: the date the certificate has become valid

■ Valid to: the date the certificate validity expires

■ Issuer: the instance which has issued the certificate

■ Serial: the serial number of the certificate

In the third window section, you can select the following:

■ Show System Menu for Native Device Encryption: when activated, the SafeGuard Native
Device Encryption system menu (page 10) icon is displayed.

5.3 Keys tab
Note: This tab is only displayed when SafeGuard File Encryption / Synchronized Encryption is
installed.

The Keys tab displays all existing key names in a list view.

Click on the list icon in the lower right corner next to Number of Keys to hide or show the GUID
information of the key(s).

You can list and sort the keys using one of the header elements Key Name or Key GUID.

If a key is displayed in blue, it's your personal key. Local keys are displayed in green.

5.4 Policies tab
Note: This tab is only displayed when SafeGuard File Encryption / Synchronized Encryption is
installed.

In the Policies tab, click on one of the icons in the lower right corner to switch between the Locally
Translated Path view and the Received Policies view.

■ The Locally Translated Path displays only those policies which currently apply to the logged-on
user on a specific Mac. The columns in the table contain the following information:

■ @-symbol: during initial encryption or when encrypting larger files, you can see a rotating
wheel in the first column.

■ Mode: either Encrypt or Exclude is displayed.

■ Scope: specifies whether subfolders are to be encrypted.

■ Key Name: displays the name of the key assigned to the specified location.
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If a key is displayed in blue, this is your personal key.

A key that is displayed in orange means it has been configured in a policy that was assigned
to you. But, you do not own the key, as it was not assigned to your keyring. This can cause
trouble when accessing data. In this case contact your security officer.

To switch to the Received Policies view, click on the right icon in the lower right corner:

■ The Received Policies view displays all policies which are received from the server. This
view is identical to the view in the SafeGuard Management Center.The table lists the following
information:

■ Received Policies: specifies which files or folders to encrypt.

■ All other columns contain the information described above for the Locally Translated Path
view.

Display Secured Folders and apply policies in Locally Translated Path
view

If a policy is selected (1) in the Locally Translated Path table, you can do the following:

■ Click the Enforce all Policies button to start initial encryption. All files subject to a policy are
encrypted accordingly.

■ Click the button Show in Finder (2) to open the selected Secured Folder (mount point) in a
Finder window and to display its contents.

■ Click Enforce Policy (3) to apply the selected policy on all files permitted. A progress bar is
displayed.Wait for the system to complete the policy application process or cancel the process
by clicking the cross next to the bar.

Note:

Files which are write-protected or not accessible because of missing permissions will be
excluded from encryption.
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Figure 2: Policies tab screen - Locally Translated Path view

Possible results from enforcing policies
■ Plain files will be encrypted with the encryption key assigned by a policy.

■ Files already encrypted with the encryption key specified in the policy will remain encrypted.

■ Files already encrypted with another encryption key will

■ remain unchanged if the user does not have the corresponding encryption key in their
keyring or

■ be recrypted with the encryption key assigned via policy if the user has this encryption key
in their keyring.

■ Files which were decrypted and encrypted multiple times will be encrypted once with the
encryption key assigned by the policy. If one of the required encryption keys is not available,
these files will be decrypted as far as possible.

5.5 Disk Encryption tab
Note: This tab is only displayed when SafeGuard Native Device Encryption is installed.

Click on Disk Encryption to display information about the current policies and the status of the
Mac client.
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The first window section tells you whether the system disk should be encrypted according to the
policy set by the security officer.

The second window section displays the status of the Mac client.This can be one of the following:

■ The system disk is encrypted and a centrally stored recovery key is available.

■ The system disk is encrypted but there is no centrally stored recovery key available.

■ The system disk is not encrypted.

At the bottom, the Decrypt System Disk button is displayed. It will be enabled if the security
officer has set a policy defining that no encryption is necessary for the client.

Note:  If there is no centrally stored recovery key available, the helpdesk cannot assist you with
password recovery. To make the recovery key centrally available, import it using the command
line tool: sgdeadmin --import-recoverykey.Then, the security officer can provide you with
the recovery key when you need it. If you do not know the recovery key, contact your security
officer. This is important because if you forget your logon password and there is no recovery key
available, all data stored on the encrypted disk will be lost.
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6 Reset forgotten password
Note: This instruction assumes you have both SafeGuard Native Device Encryption and SafeGuard
File Encryption installed on your Mac. If you are using only one of the above, steps may vary.

If you forget your Mac OS X logon password, proceed as follows:

1. Switch on your Mac.

2. In the password field in the logon dialog, click ?.

Your password hint is displayed and you are asked whether you want to reset your password
using your recovery key.

3. If the password hint does not help you to remember your password, click the icon next to the
text:

4. Contact your security officer and ask for your recovery key. Additionally, your security officer
must remove your user certificate.

5. Enter your recovery key in the corresponding field and click the arrow icon on the right-hand
side.

The Mac starts and the Reset Password dialog is displayed.

6. If you are an Active Directory user, ask your administrator to reset your password and request
a new password. In the Reset Password dialog, click Cancel and enter your new password.
One more password change may be required after that.

7. If you are a local user, enter a new password and a password hint and click Reset Password.

8. In the following dialog that informs you that the system was unable to unlock your login keychain,
click Create New Keychain.

A new login keychain is created.

9. Enter your new password to create the SafeGuard user certificate.

If you are an Active Directory user, your keys will be loaded into the SafeGuard Enterprise
keyring automatically, so all documents will be accessible as before.

10. If you are a local user, ask your security officer to confirm the user registration.

11. Open the Server tab in the Preference Pane and click Synchronize.

Your keys are restored and you have access to your documents.
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7 Recover encrypted files
If a file is encrypted with a key that is not available in your keyring, you cannot open the file. This
might be the case because you are not supposed to access this file according to company policy.
However, in some cases, you may be allowed access to the file but you just happen not to have
the required key. In this case, you need to find out which key was used and ask your security
officer to assign the key to your keyring. Proceed as follows:

1. Select the file and click the SafeGuard icon in the system menu.

The key used for encrypting this file is displayed.

2. Contact your security officer and provide them with the key name.

3. Ask your security officer to assign the key to your keyring.

4. As soon as your security officer confirms that your user policy has been updated, go to System
Preferences > Sophos SafeGuard > Server.

5. Click the Synchronize button.

6. Open the Keys tab and check whether the required key is displayed in the list.

If the key that was used for encrypting the file in question is listed in the Keys tab, you can now
access the file.
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8 Technical support
You can find technical support for Sophos products in any of these ways:

■ Visit the Sophos Community at community.sophos.com/ and search for other users who are
experiencing the same problem.

■ Visit the Sophos support knowledgebase at www.sophos.com/en-us/support.aspx.

■ Download the product documentation at www.sophos.com/en-us/support/documentation.aspx.

■ Open a ticket with our support team at
https://secure2.sophos.com/support/contact-support/support-query.aspx.
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9 Legal notices
Copyright © 1996 - 2017 Sophos Limited. All rights reserved. No part of this publication may be
reproduced, stored in a retrieval system, or transmitted, in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise unless you are either a valid licensee where
the documentation can be reproduced in accordance with the license terms or you otherwise have
the prior permission in writing of the copyright owner.

Sophos, Sophos Anti-Virus and SafeGuard are registered trademarks of Sophos Limited, Sophos
Group and Utimaco Safeware AG, as applicable. All other product and company names mentioned
are trademarks or registered trademarks of their respective owners.

You find copyright information on third party suppliers in the Disclaimer and Copyright for 3rd
Party Software document in your product directory.
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